
Breach Coach

Provides legal advice on next steps. 
Will engage other vendors to ensure privilege. 

Intrusion
(i.e. attacker access)

Forensics will review for event 
type, what has been accessed, 

altered and/or exfiltrated.

PII/PHI 
Accessed

Notifications sent out per state 
law. If exfiltrated, credit 

monitoring and call center setup.

PII/PHI Not 
Accessed

Forensics will clean system, 
assist in repair and recovery.

Virus
(i.e. Ransomware)

Forensics will identify root cause, 
test backups, communicate with 

attackers.

Insufficient 
Backups

Forensics speak with attackers to 
identify decryption works.

Decryption Works

Pay the ransom.

Decryption Does Not Work

Do not pay ransom. 

Sufficient 
Backups

Network will be wiped or new 
hardware will be purchased.

Cyber Claim Flowchart 


